1/10 
AT9-99-174 



FIG. 1 






110 




oo 



CLIENT 



CLIENT 



208- 





PROCESSOR 




PROCESSOR 


t 




SYSTEM BUS 





-204 



MEMORY 
CONTROLLER/ 
CACHE 



209- 



I/O 
BRIDGE 



LOCAL 
MEMORY 



212- 



230- 



GRAPHICS 
ADAPTER 



232- 



HARD 
DISK 



FIG. 2 



206 
^210 



.1/0 
BUS 



214 



PCI BUS 
BRIDGE 



218- 
222 



PCI BUS 
BRIDGE 



PCI BUS 
BRIDGE 

•224 



SERVER 
200 



216 
PCI BUS / 



MODEM 



NETWORK 
ADAPTER 



PCI BUS 



PCI BUS 



226 



-220 



228 




CO 









o 




Q- 


or 














o 














6 



PHICS 


or 

UJ 

1 — 

1 







oo 








LU 






<: 




eg 


or 


<a: 








LU 


CD 


CO 




o 







2: CZ3 
LU Q 

_j ro 



00 

5: 



Csjl 



CO 

CVJ- 

ro 





or 




LU 


CO 


1 — 


o 


Q_ 








<C 


(75 






CO 


CO 


BU 



CO 



oo 


o 


CNJ 


ro 


fO 


fO 


/ 


/ 








LU 




O 






or 


;^ 
















O 



3/10 
AT9-99-174 



402 



CLIENT 



LOCAL FILES 



SYSTEM FILES 



408-^ 


.INI 


FILES 














410-^ 


USER 


FILES 



406 



404 





CLIENT REGISTRY 




414-^ 


SYSTEM REGISTRY 


412 






416^ 


USER REGISTRY 











400 



FIG. 4 



NETWORK 
LINK 

499 



SERVER 



SYSTEM FILES 



450 



APPLICATION FILES 



PACKAGE FILES 



USER PROFILES 



■452 
•454 

■456 
■458 



508- 



UNINSTALLED 
APPLICATION 



V INSTALL 
X APPLICATION 



SANDBOX CLIENT 


504^ 


FILES 


502 






506^ 


REGISTRY 











CAPTURE 
CHANGES 



SERVE 
PACKAGE 



SERVE 
PACKAGE 



FIG. 5 







PACKAGE 




510 


MODIFIED 
FILES AND 
REGISTRY 


512 








V STORE 
X PACKAGE 




SERVER 




520 


AVAILABLE 
PACKAGES 


522 







I. 

c 



4/10 
AT9-99-174 



602- 
604- 

606- 
608- 



C BEGIN ■) 



INITIATE PACKAGE CREATION 
AT SANDBOX CIENT 



TAKE SNAPSHOT OF 
CURRENT SYSTEM 



I 



INSTALL 
APPLICATION(S) 



FINALIZE PACKAGE CREATION 



FIG. 6 



TAKE SNAPSHOT OF MODIFIED 
SYSTEM WITH INSTALLED 
APPLICATION(S) 



COMPARE SNAPSHOTS OF 
INITIAL AND MODIFIED SYSTEM 



CAPTURE SNAPSHOT 
DIFFERENCES IN A PACKAGE 



STORE PACKAGE ON SERVER 



( END ) 



610 

612 

614 
616 



SANDBOX CLIENT 



WIN32 SYSTEM 
Files 
.INI Files 
System Registry 
User Registry 



FIG. 7A 



SANDBOX CLIENT 



WIN32 SYSTEM 



Files 



.INI Files 



System Registry 



User Registry 



COMMAND: 
CreotePockoge/Stort 



FIG. 7B 



5/10 

% AT9-99-174 

\ JL/ 



SANDBOX CLIENT 


WIN32 SYSTEM 
Files 


COMMAND: 
CreotePockoge/Stort 


INITIAL 
SNAPSHOT ^ 


.INI Files 
System Registry 




User Registry 



FIG. 7C 



SANDBOX CLIENT 


WIN32 SYSTEM 
Files 


COMMAND: 

Install AppX 


INITIAL 
SNAPSHOT 


.INI Files 
System Registry 




User Registry 



FIG. 7D 



SANDBOX CLIENT 


WIN32 SYSTEM 
Files 


COMMAND: 

Install AppX 


INITIAL 
SNAPSHOT 


.INI Files 
System Registry 




User Registry 



FIG. 7E 



6/10 
AT9-99-174 



SANDBOX CLIENT 



INITIAL 
SNAPSHOT 



WIN32 SYSTEM 



(Files) 



(.INI Files) 



(System Registry) 



(User Registry) 



COMMAND: 
CreotePockoge/Finish 



FIG. 7F 



SANDBOX CLIENT 



INITIAL 
SNAPSHOT 



WIN32 SYSTEM 



(Files) 



(.INI Files) 



(System Registry) 



(User Registry) 



COMMAND: 
CreatePockoge/Finish 




SECONDARY 
SNAPSHOT 



FIG. 7G 



SANDBOX CLIENT 



INITIAL 
SNAPSHOT 



WIN32 SYSTEM 



(Files) 



(.INI Files) 



(System Registry) 



(User Registry) 



COMMAND: 
CreotePockage/Finish 



SECONDARY 
SNAPSHOT 



SNAPSHOT 
DIFFERENCE 



FIG. 7H 




7/10 
AT9-99-174 



SANDBOX CLIENT 



INITIAL 
SNAPSHOT 



WIN32 SYSTEM 



(Files) 



(.INI Files) 



(System Registry) 



(User Registry) 



COMMAND: 
CreatePockoge/Finish 



SECONDARY 
SNAPSHOT 



FIG. 71 



SNAPSHOT 
DIFFERENCE 



APPLICATION 
PACKAGE 



System Files— «^ 
"PKG"\C;"PKG"\D 



.INI Files .INF 



System Registry - 
SYS.REG/.INF 



User Registry—* 
USER.REG/.INF 



System Files— ^ 
"PKG"\PROFILES 



SANDBOX CLIENT 



INITIAL 
SNAPSHOT 



WIN32 SYSTEM 



(Files) 



(.INI Files) 



(System Registry) 



(User Registry) 



COMMAND: 
CreotePockoge/Finish 



SECONDARY 
SNAPSHOT 



SNAPSHOT 
DIFFERENCE 



FIG, 7J 



APPLICATION 
PACKAGE 



System Files— 
••PKG"\C:"PKG"\D 



.INI Files .INF 



System Registry - 
SYS.REG/.INF 



User Registry— 1= 
USER.REG/.INF 



System Files— 
"PKG"\PROFILES 



SERVER 



PACKAGE 
DATASTORE 




FIG. 8 

802 C BEGIN ) 

S \^ 

OPEN SYSTEM REGISTRY 
OR USER REGISTRY 

V 

OBTAIN REGISTRY VALUE 
FOR REGISTRY KEY 




WRITE REGISTRY KEY/VALUE 
PAIR TO SNAPSHOT FILE 




8/10 
AT9-99-174 



FIG. 9 



rBEGliT) 
2 



OPEN SYSTEM REGISTRY 
OR USER REGISTRY 



5 



OBTAIN REGISTRY VALUE 
FOR REGISTRY KEY 

^ 906 

SHOULD 
CURRENT REGISTRY 
^VALUE BE EXCLUDED. 



902 



904 



NO 

COMPARE REGISTRY ENTRY 
TO FIRST SNAPSHOT FILE 

910 

IS 

CURRENT 
REGISTRY ENTRY NEW 
OR MODIFIED? 



908 



I'ES. 



YES 

912 

IS' 
CURRENT 
SYSTEM WINDOWS^ 
NT? 



MAKE ENTRY 
IN .INI FILE 



916 



MAKE ENTRY 
IN .REG FILE 




9/10 
AT9-99-174 



FIG. 1 0 



1002- 



C begin) 



OBTAIN FILE FROM 
CLIENT DIRECTORY 




1010- 



1012- 



CREATE DATA RECORD WITH 
FILE TIMESTAMP INFORMATION 



COPY .INI FILE TO 
SNAPSHOT DIRECTORY 



INSERT DATA RECORD INTO 
SNAPSHOT TREE CONTAINER 




1008 




CREATE BINARY IMAGE OF 
1016-^ DIRECTORY DATA STRUCTURES 



10/10 
AT9-99-174 



( BEGIN ) 



OBTAIN FILE FROM 
CLIENT DIRECTORY 



1102 




CHANGE DESTINATION FOR 
FILE TO PKG\PROFILES 



.INI FILE IS NEW; 
MAKE ENTRY IN 
INLINE FILE FOR 
EACH LINE 

1110 



COMPARE LAST 
TIMESTAMPS OF ORIGINAL 
AND CURRENT FILES 




COPY FILE TO 
PACKAGE DIRECTORY 




1128 



1112 



LOAD ORIGINAL 
.INI FILE 



COMPARE .INI FILES 
LINE-BY-LINE 

1114 




1116 



MAKE ENTRY IN 
INLINE FILE FOR 
EACH CHANGE 

^ 

1118 



